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Wireless Changes the Paradigm

Passwords:
“etal9sh”

“Stupid-407”

AIM text:
“Wouldn't the datafeed oddiities remian regardless of what upload
approach we use?”
“There is a tab rather than a line feed at the end of each record.”

Email:
“Those les are still on line. They are about 20MB's. | think that a
1GB partition will suf ce. Should we use the existing directo ry? It is
mfri so the access URL would be
streamingmedia/webhosting/mfri/[media le] with the appro priate
port numbers, le extensions, access protocols, etc based on le

type and server used.”



Greenpass

1. How do we secure the wireless network?
while also giving internal access to authorized guests
and without changing client software

2. How do we make PKI work?
moving away from centralized, name-based hierarchies

accommodating real-world trust ow



Basic Authorization

Shared secrets don't stay secret

Blessed MAC addresses are forgable

S0, use PKI...
EAP-TLS uses X.509 identity cert at supplicant

support is standard in common laptops
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What about guests?

Can we accommodate decentralized trust ow?
Bob can visit the building because host Alice said it was OK.

Why not have Alice delegate net access to Bob?

Design choices:
Use SDSI/SPKI (lightweight authorization PKI)

X.509 to Alice, then SDSI/SPKI to Bob's public key
(or even SDSI/SPKI from Dartmouth SOA to Alice)



Delegation Process

Unauthorized guest reaches guest page
uploads guest cert; causes keypair generation, if guest doesn't have one

Delegator goes to delegation page
selects guest cert and con rms; signs delegation cert
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Guest tranfers X.509 certificate via
welcome page



Access Process

Bob does EAP-TLS with X.509. But we change how the
RADIUS server judges the certi cate...

Supplicant presents
X.509 certificate for
authentication.

Y

Is the supplicant a
local user?

. RADIUS server checks
Does the supplicant oy
have knowledge of the certificate cache for
supplicant's public key.

private key?

Yes No i
Is there a SPKI
Supplicant is Supplicant is
granted access. denied access.

Yes o .
certificate chain for the

public key?

No

Supplicant is
denied access.



Revised Setup
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Next Steps

Taking off the duct tape:
decentralizing guest certs via cookies (DONE)
moving to router that can handle VLAN trunking
testing out various OS/wireless card con gurations
moving from FreeRADIUS to Cisco

Try it in the real world...
what about revocation?
what about SAML or PERMIS or....

Other settings:
VPN (mostly done)
other resources
location-sensitive policy

Other PKI models:
move the hybrid boundary
no X.509 at all



2. Privacy-Enhanced Credential Services

E(R 1)

E(R 1)

iE(R IN)

“Practical” Private Information Retrieval:
Constraint: secure hw can only store a few records

Technique: synthesis of oblivious RAM, switching
networks, LR ciphers...



Experiment

We tried this: SSL-based LDAP, hash, for...

a. X.509 directory for Dartmouth PKI
b. Shibboleth attributes
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Prototype: For Dartmouth-sized PKI, 4 seconds per query



3. Open-source TCPA/TCG Platform, and PKI apps

ldea: Can we build a “virtual” 4758 using Linux and
TCPA/TCG hardware? This would...

provide an independent examination of the tools
enable interesting coprocessor applications
enable interesting PKI questions

Motivation: binding SSL key to Web application
Relying party draws conclusion from long-lived keypair

But Apache, OpenSSL, etc, might change more often
Web pages, etc, might change even more often ...



Our Design

TPM protects long-lived kernel and Enforcer Linux security
module

Enforcer LSM protects medium-lived data (e.g., Apache)
against signed con guration le

Enforcer LSM protects short-lived data (e.g., Web pages)
via OS, encrypted loopback lesystem

CA signs long-lived public key testifying to enforcer and
judgment of the con guration signer



Overall Sketch




Status

First non-trivial TCPA/TCG application in the open world?
http://enforcer.sourceforge.net/

over 1000 sourcecode downloads so far...

Next steps:
Trying the hardened server in a pilot
Extending this to a hardened CA (for academic “PKI in a box”)

Using this with 4758s in a distributed net of
heterogeneous trusted devices.



Institute for Security Technology Studies

Founded in 2000

Over 90 researchers and 55 students
Intrusion and Misuse Detection

PKI and Secure Systems

First Responders and Bio-Chem Response

Exercises, Training and Analyses for Law
Enforcement



Thanks!

More info: www.cs.dartmouth.edu/~sws/research/

Greenpass:  www.cs.dartmouth.edu/~sws/greenpass/

TCPA code: enforcer.sourceforge.net

Sponsors: Sun Labs, Intel, Cisco, Mellon Foundation, US
DoJ, US DHS, AT&T, Internet2, NSF, IBM Research



