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Intrusions are Rising
Vulnerabilities enable Incidents

Source:
HP Public Sector Cyber Security
LeaderShip StUdy 'W'":: | | Tonfoll srichclaniis et |1 0000 T3 400 |
Interim Report | 1]
HP Executive Council
2004.05.10
Joel S Birnbaum and Stephen L  Squires

Presented to the I3P, December 2004,

Dartmouth is vulnerable.
We have many individual incident:
One major institutional incident.

[Recent DHS US CERT Data]
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Dartmouths Experience

* Thousands of attacks on our network anc
attached computers take place each day

e Several hundred machines are comprom
and remain infected at any given time

* |t takes less than one minute for a compt
to be attacked and compromised after be
connected to the network
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We MustAct . . .

We must assume our Imfrastructure Is
vulnerable . . . therefore:

We must protect our network and those
attached

We must secure our information servers
We must secure our personal computers

We must secure (encrypt) our sensitive
iInformation
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.. .And V¢ HaveA Plan

We will protect our network through
authentication while leaving a portion publicly
accessible

We will provide secure communications over o
network where required using”N technology

We will prevent those on the internet from seell
our personal computers and servers by giving
them private addresses not visible beyond
Dartmouth

We will secure our servers, personal computer:
and associated information as required with
electronic firewalls, virus protection and
Information encryption options
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How WII This Affect Our Dally Life’

 Access to the Internet an
email will always be oper

e Access to all other non-
public resources will
require authentication

— Two FactorAuthentication
— “Mr. Bubble” (Sygate)

e When information must
be secured, its storage al
transport will be
encrypted
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UsingAn e-bken

Plug it into the USB port of your compute

A dialog box pops up on your screen ask
for your e-bken password

Type In your password to unlock the e-
Token

That’s it!

We're using them today
— HR, Dick’s House
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“Mr . Bubble” (Sygate)

Checks the computer for viruses
— Makes sure virus definitions are up to date

Insures system software is up to date
Works In conjunction with e-dken

authentication

— Prevents infected computers from accessing
non-public resources

Most remediation can quickly be
accomplished on-line
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Life With And Wthout An e-bken

Without an e-token you can With an e-token you can:

e Go outto the Internet, the « Access administrative

web, and access any of i i : :
Dartmouths publicly Institutional information

available resources * Access protected research
» Check your e-mail data
* Access protected scholarly
Information

e Access licensed or
proprietary information
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Community Education Plan
and Discovery

e Community Forums
— Communicate the plan to our community

e Discovery
— Department and group reviews
— Discuss the plan
— Assess the impact and create a migration plan if
required
e Education
— Security classes
— Security lunches / public forums
— On-line information via the web
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[T Security Timeline

11/1/2005 - 7/30/2006
Phased Deployment
A

5/26/2005 - 1/1/2006
Departmental Discovery
A

9/3/2005 - 11/17/2005
Security Pilots
M

Public Security Forums

5/26/2005 - 10/1/2005 [
A

6/1/2005 T/1/2005 8/1/2005 91/2005 10/1/2005 11/1/2005 1212005 1/1/2006 2M1/2006 3/2006 4172006 S1/2006 GM/2006 7/1/2006
S26/2005 7/30/2008

f f

PAF Kickoff Project Complete
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Security Plan RQ

What happens if | lose my esken?
— Temporary keys and public access available
— Replacement with-in 24 hours

What happens if | have a virus or my computer softwar
ISN’t up to date

— On-line remediation or a consultant will help fix the problem

— Can still use public access for email and the Internet

If I'm away from campus, how do | access the network
and its protected resources?

— DartmouthVPN

Are you looking at my files?
— Scanning for viruses and updating software only

Who will pay for this security?
— The College has provided funds

Need help¥our consultant will be your “hot line”
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Thank you!

 \We'll be In touch

* \We must achieve a balance between ope

access and protecting ourselves and our
iInformation

* The Internet is now a dark alley on a
moonless night in a very bad neighborho
In a big city
— We must all take steps to protect ourselves,

Dartmouth, others on the Internet, and exerc
prudent caution.
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